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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
References

3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets.  

4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #5: The enterprise monitors and measures the integrity and security posture of all owned and associated assets 

5.Y.1
Description 

“No asset is inherently trusted. The enterprise evaluates the security posture of the asset when evaluating a resource request. An enterprise implementing a ZTA should establish a continuous diagnostics and mitigation (CDM) or similar system to monitor the state of devices and applications and should apply patches/fixes as needed. Assets that are discovered to be subverted, have known vulnerabilities, and/or are not managed by the enterprise may be treated differently (including denial of all connections to enterprise resources) than devices owned by or associated with the enterprise that are deemed to be in their most secure state. This may also apply to associated devices (e.g., personally owned devices) that may be allowed to access some resources but not others. This, too, requires a robust monitoring and reporting system in place to provide actionable data about the current state of enterprise resources.” [2]
5.Y.2
Relevant security mechanisms 

There are currently no security mechanisms specified in TS 33.501 capable of meeting Tenet 5’s monitoring. 
  
5.Y.3
Evaluation 

In the future the NWDAF can be used to satisfy Tenet 5 by monitoring the 5GC on the 3GPP functional level. To ensure the NWDAF’s  success at satisfying Tenet 5 it still needs to be determined the type of data needed to be collected from NFs.
How Monitoring outside of the 3GPP functional level is utilized still needs to be determined. 
***
END OF 1st CHANGE   ***

